HQDA Network Access User Agreement
Printed Name: ___________________________
                                      Agency: _____________________



As an authorized user of the HQDA Enterprise Network (HEN) and/or the HQDA Classified Enterprise

Network (HCEN), I agree to abide by the following terms and conditions:

1.  I will protect my password and/or CAC PIN from unauthorized disclosure in accordance with all pertinent Army Regulations and IMCEN directives.

2.  I am the only person authorized to use my password and/or CAC PIN.

3.  I will report to my IASO any suspected compromise of my password and/or loss of my CAC.

4.  I understand that unauthorized use of my password and/or CAC is a violation of AR25-2 and will result in termination of access to IMCEN-managed networks.

5.  I consent to authorized monitoring.

6.  I certify that I have read, understand, and agree to comply with the HQDA Acceptable Use Policy.
7.  I will conform to all information assurance training requirements, to include mandatory annual information assurance training.

____________________________________




______________________

Signature









Date

===============================================================================
Remote Access Policy (Read & Sign Only if Requesting Remote Access)

1.  Remote access capability is a privilege that can be revoked if misused.

2.  Users will secure all retrieved data in a manner appropriate to the classification level of the data.

3.  Users must not share access with other individuals, and must take all reasonable precautions to prevent unauthorized access.

4.  All information access must be protected from any unauthorized disclosure.

5.  The user must notify the HQDA Service Desk if he or she becomes aware or believes that their system access has been compromised in any way (e.g. virus infection, classified message sent/received).
6.  In the event of a system compromise or internal investigation, the user may be required to bring the computer system to the HQDA Service Desk, and it may be retained for an unspecified period of time.

7.  Only Government-Furnished Equipment (GFE) with an IMCEN-approved configuration and load may be used for direct dial-up and VPN connections to the HEN or HCEN.

8.  The user is responsible for ensuring the application of software security patches to his/her GFE.  This may entail returning a government-issued system to the HQDA Service Desk for patching as necessary.

9.  Any system used to connect either directly or remotely to the HEN must be approved by the HQDA Designated Approval Authority (DAA).

By signing below, I agree to abide by the remote access policy delineated above.  I acknowledge that failure to abide by remote access policy will result in the revocation of my remote access privileges.

____________________________________




______________________

Signature









Date
